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Figure 1: Example of a vishing tactic. A scammer impersonates a telecommunication service employee, reveals private informa-
tion (social engineering), and intimidates the victim by using authority (persuasive principles) to request financial transfer.

Abstract
Vishing, or voice phishing, is a growing global threat exploiting
calls to steal sensitive information or money. While on-device AI
apps offer promising solutions for real-time vishing detection by
analyzing the content of phone conversations, little is known about
user perspectives on these tools. To address this gap, we conducted
a study with 30 participants using a prototype app featuring on-
device AI for speech recognition and vishing detection. We found
negligible impacts of on-device AI vishing detection models on
smartphone usage satisfaction, but user interviews revealed per-
sistent privacy concerns. Despite the system’s use of on-device AI
to ensure data security, some participants reported feeling “being
wiretapped.” These findings highlight the need to design privacy-
preserving on-device AI solutions and improve user understanding
to encourage widespread adoption.

CCS Concepts
• Human-centered computing → Usability testing; Laboratory
experiments; Ubiquitous and mobile computing systems and tools;
• Security and privacy → Usability in security and privacy;
Social aspects of security and privacy.
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1 Introduction
Vishing, or voice phishing, is a rapidly increasing call-based scam
leading to significant financial losses worldwide [18, 51, 62]. In
2023, 56.2 million Americans fell victim to vishing, leading to a 25.4
billion USD loss [77]. East Asia faces an even greater challenge,
where vishing has become a major cybercrime [20, 24, 37]; in South
Korea alone, 19K victims reported 324 million USD in losses in
2023 [1]. Vishing tactics include impersonation [17, 48, 56, 58, 80],
deepfake [9, 23, 68, 80], persuasion principles [8, 34, 40], and social
engineering [42, 48, 58, 60, 79, 80], often exploiting social crises like
the COVID-19 pandemic [15]. Vishing, as described in Fig. 1, utilizes
dynamically tailored, realistic conversations, making it challenging
for victims to rely solely on intuition to detect them.

To combat vishing, blacklist-based systems for blocking suspi-
cious numbers [54, 78, 83, 86], monitoring malicious apps [7], and
detecting abnormal permissions, call redirection, or screen over-
lays [30, 42] have been proposed. Advanced language models have
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been used to distinguish human and automated callers [52]. How-
ever, traditional methods often fail to detect subtle vishing schemes
with deceptive conversations.

Recently, artificial intelligence (AI)-based detection has emerged,
leveraging contextual understanding of phone conversations [43,
73]. AI vishing detection is effective against complex tactics but
raises privacy concerns, especially when sensitive data such as
phone conversations is shared with remote servers [33, 84]. How-
ever, on-device AI, which processes data locally on the user’s device,
mitigates these privacy risks. Previous research has integrated on-
device AI into mobile security, such as authentication [35, 85] and
malware detection [67], primarily focusing on high performance.

While prior studies have explored user evaluations of on-device
AI security solutions with a focus on factors such as accuracy, la-
tency [85], and attitudes toward sharing sensor data [35], there
is limited understanding of how users comprehensively perceive
on-device AI security solutions that require privacy-sensitive data
(e.g., phone conversations). Moreover, though security apps are
commonly executed in the background, on-device AI demands sub-
stantial computational resources, causing performance degradation
in other apps and device overheating issues [41]. Given that poor
user experience leads to uninstallation of apps [21, 72], understand-
ing users’ perceptions of on-device AI security solutions using
privacy-sensitive data is essential to promote widespread adoption
of the secure solutions.

To address this gap in understanding user perspectives on the
trade-offs between security and usability, we investigate how users
perceive on-device AI vishing detection apps by posing the follow-
ing research questions (RQs):
RQ1 How is smartphone usage satisfaction affected by on-

device AI vishing detection apps?
RQ2 Which factors influence users’ decision to install or

recommend on-device AI vishing detection apps?
Through an in-lab experiment involving 30 participants who

installed a prototype of on-device AI vishing detection apps on
their own devices, we found that the discomfort caused by the app
was negligible compared with their usual smartphone usage. In
addition, through interviews, we identified key factors influenc-
ing users’ adoption of on-device AI vishing detection apps. While
we anticipated that on-device AI would alleviate users’ privacy
concerns, participants still expressed unease, describing sharing
phone conversations with the apps as “being wiretapped”. Based
on our findings, we encourage integrating on-device to develop
privacy-preserving mobile security solutions and discuss strategies
to promote the widespread adoption of on-device AI systems using
private data, such as phone conversations.

2 Related Work
2.1 User Perceived System Overhead of

On-Device AI
On-device AI models typically require substantial computational
resources [36], which can potentially compromise user experi-
ence [41, 72]. Although several studies [14, 22] have examined
the computational overhead of AI models on devices, how users
perceive this overhead on their smartphones in real-world scenar-
ios has yet to be explored. Moreover, considering that on-device AI

Figure 2: Workflow overview of the prototype app, showcas-
ing the triggered detection process upon receiving a call.

vishing detection apps are intended to function in the background
during calls, it is crucial to understand their impact on the smart-
phone user experience under such an execution context. To this end,
we developed a prototype app that activates on-device AI speech
recognition and text-based vishing detection models in the back-
ground when users are engaging in calls. We also conducted in-lab
experiments. We analyzed users’ perceived system overhead of the
app, focusing on its impact on users’ smartphone usage satisfaction
on their own devices.

2.2 User Perceptions of Sharing Private Data
with AI Systems

Several studies [33, 39, 49] have examined user perceptions about
sharing private data with AI-based systems, highlighting that users
feel discomfort and privacy concerns when data is collected and
shared with external vendors or third parties. These perceptions
remain in data sharing for services that user enjoy [47]. For in-
stance, users described personalized shopping recommendations
based on data collected by the smart speakers as a feeling of being
wiretapped [46]. While users expressed less privacy concerns for
sharing sensor data with on-device AI than off-device systems [35],
users’ perceptions of sharing privacy-sensitive data, such as phone
conversations, remain uncertain. Recognizing that users sometimes
prioritize perceived benefits over privacy concerns when adopting
AI-based systems [50, 74, 87], we aim to identify the key factors
influencing their willingness to use and recommend on-device AI
vishing detection apps.

3 Methodology
We developed a prototype app featuring on-device AI models for
vishing detection andmeasured its system overhead (§ 3.1). We then
conducted a user study consisting of in-lab experiments to assess
how these apps affect user satisfaction (RQ1) (§ 3.2.1), followed by
semi-structured group interviews to identify key factors influencing
users’ decisions to install or recommend the apps (RQ2) (§ 3.2.2).

3.1 Prototype
We designed an on-device AI vishing detection app prototype to
simulate system overhead raised by the apps in a vishing detec-
tion scenario. The prototype app executes two on-device AI mod-
els in the background upon calls (Fig. 2 1○): a speech recognition



Understanding (Mis)Perceptions of On-Device AI Vishing Detection Apps CHI EA ’25, April 26-May 1, 2025, Yokohama, Japan

Table 1: System overhead of running our prototype app on a
Samsung Galaxy Note 8 (2.6GB of 6GB RAM available).

Mem.
(%)

CPU
(%)

Temp.
(◦𝐶 ↑)

On-device AI inferences
Speech recognition (Wav2Vec 2.0 (base) [10]) 3.56 29.99 17.85
Vishing detection (DistilBERT [61]) 3.09 43.74 15.05
Prototype app 8.00 40.64 15.85
Common smartphone activities
Web surfing (Firefox [29]) 6.39 3.29 7.17
Watching a video (YouTube [31]) 8.64 15.21 8.07
Playing a game (Candy Crush Saga [28]) 4.57 13.29 8.67
Note.We observed that all apps use less than 2% of the GPU, indicating

that the system overhead primarily stems from CPU usage.

model (Fig. 2 2○), which converts spoken words in a call into text,
and a text-based vishing detection model (Fig. 2 3○), which assesses
whether the transcribed conversation is a vishing attempt.

We employed Wav2Vec 2.0 (base) [10] for speech recognition
and DistilBERT [61] for vishing detection, chosen for their widely-
known efficiency and suitability for deployment on commercial
off-the-shelf smartphones [26, 61]. The speech recognition model
was trained with 11 million Korean voice samples [2–4, 6, 11, 32,
66]. For testing, 1,000 samples of voice phishing calls were used,
resulting in a Word Error Rate (WER) of 14.7%. To train and test the
vishing detectionmodel, we utilized 175,732 transcribed Korean real-
world vishing calls and messages provided by a Korean government
agency responsible for Internet security (KISA) [38], alongwith non-
vishing calls [5]. These data were split into training and testing sets
in a 7:3 ratio, achieving a detection accuracy of 94.23%. We utilized
PyTorch Mobile [57] to integrate the models into the Android app
and replaced call capturing with an example audio clip due to
Android restrictions on third-party apps recording calls [27]. We
detail the implementation in Appendix A.

Before evaluating users’ perceived system overhead of the proto-
type app, we measured the system overhead in memory usage, CPU
utilization, and temperature change on a Samsung Galaxy Note
8 with 2.6GB of available RAM (Table 1).1 Each of our AI models
utilizes up to 3.56% of memory and 43.74% of CPU, with a maximum
temperature rise of 17.85◦C. When both models are alternately exe-
cuted, system overhead increases to 8% memory utilization, 40.64%
CPU usage, and a temperature rise of 15.85◦C. Compared with com-
mon smartphone activities (e.g., Firefox for web surfing) [64], AI
inferences cause an average increase of 30.04%p in CPU utilization
and a 7.88◦C rise in temperature. While integrating on-device AI
for vishing detection is technically feasible, these overheads em-
phasize the need for further investigation into user perceptions of
the impact on smartphone performance.

3.2 User Study
3.2.1 In-Lab Experiments. To answer RQ1, we designed a con-
trolled environment that simulated real-world smartphone usage

1We chose Samsung Galaxy Note 8, released in 2017, as a representative low-end
device to ensure our app’s compatibility with a wide range of smartphones rather than
focusing on recent high-performance smartphone models.

conditions and installed the prototype app on participants’ own
smartphones. Before the in-lab experiment, we explained the study
procedure and what the prototype does (e.g., transcribing phone
conversations) to our participants. During the experiment, we pro-
vided the top three smartphone activities (i.e., web surfing & chat-
ting, watching a video, and playing a game) [64] to mirror real-
world smartphone usage. Participants were instructed to perform
each activity for 20 minutes and answer a 10-minute call, the av-
erage length of Korean vishing calls [38], during each activity. Be-
tween activities, there were 3-minute breaks during which partici-
pants were asked to leave their smartphones on the desk to cool
down. Appendix B includes the full instruction protocol for the
experiment.

The 10-minute calls activated the on-device AI vishing detection
models in the prototype. By running the models during the calls,
we provided participants with a comparable level of system over-
head that may occur in real-world on-device AI vishing detection
scenarios. To avoid the ethical concerns of exposing participants
to real vishing content, we played an audio from the KSponSpeech
dataset [11], featuring general open-domain dialogues by native
Korean speakers, as a benign alternative throughout the phone call.

For each activity, we conducted two Ecological Momentary As-
sessment (EMA) surveys: a call survey (requested immediately after
each call) and a non-call survey (requested during non-calling peri-
ods) to assess changes in usage satisfaction due to perceived system
overhead. The following questions were asked on a 5-point Likert
scale (1: Very dissatisfied, 5: Very satisfied):

1. Overheating: How satisfied are you with smartphone over-
heating at the moment?

2. App freezes: How satisfied are you with app freezes at the
moment?

3. App crashes: How satisfied are you with app crashes at the
moment?

4. Overall satisfaction: How satisfied are you with your over-
all smartphone usage at the moment?

The participants were distributed into the control group (without
on-device AI) and the experimental group (with on-device AI). The
two groups had the same experimental setting and environment,
except the app installed for the control group did not run any on-
device AI models during calls.

3.2.2 Interview. We conducted semi-structured group interviews
to observe key factors influencing users’ decision to install or rec-
ommend on-device AI vishing detection apps (RQ2). To begin, par-
ticipants were asked to compare their general smartphone usage
satisfaction and their experiences during the in-lab experiment.
We provided a narrative and detailed explanation of on-device AI
vishing detection apps, including AI models’ roles and on-device
processing. Following this introduction, participants were asked
about their perceptions of these apps, particularly whether they
would consider installing or recommending them to others. All
interviews were recorded and transcribed with participant consent,
and we report the interview protocol in Appendix C.

3.3 Participants
We recruited 30 participants (aged 19-53, mean=31.8 years; 16 iden-
tified as male and 14 as female) through advertisement posts on a
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popular South Korean online local community platform [19]. Par-
ticipants were required to sign consent forms stating they agreed
to disclose their data. The compensation for each participant was
approximately USD 30 for two hours of user study, including the
in-lab experiment and the interview. To be eligible for the study,
participants had to (1) be over 18 years old and less than 65 years
old, (2) use their smartphone daily for web surfing, chatting, playing
games, and watching YouTube, and (3) use an Android smartphone.
Among study applicants, we selected participants based on the goal
of a wide range of ages and diverse smartphone devices. We report
detailed demographic and device information in Appendix D.

Participants were equally divided between the control group
(aged 19–52, mean=31.9 years; 8 male and 7 female) and the ex-
perimental group (aged 19-53, mean=31.7; 8 male and 7 female),
ensuring a balance in terms of gender, age, and device types. To
keep participants unaware of their group assignment, we installed
the prototype app for both groups; however, only the experimental
group was configured to run the AI models in the app.

3.4 Data Analysis
To assess the impact of on-device AI vishing detection models
on participants’ smartphone usage satisfaction, we calculated the
difference in satisfaction scores between the call survey and the non-
call survey. For the control group, this difference reflects the impact
of the call itself (without AI running), while for the experimental
group, it captures the combined effect of the call and the execution
of the AI models.

We conducted inductive thematic analysis [13] on the interview
transcription. The first and third authors independently reviewed
all transcripts, developed initial codes for the first two interviews,
and discussed emerging themes to reconcile discrepancies. The
iterative process continued, analyzing two interviews at a time and
updating the codebook periodically. After coding all interviews, the
authors reviewed them for consistency and organized the themes
and sub-themes into a finalized codebook through comprehensive
discussions. The final codebook (Appendix E) consisted of six high-
level codes (e.g., usage satisfaction, privacy concerns, etc.) with
thirteen codes.

3.5 Ethical Considerations
Our IRB-approved study prioritized ethical research practices and
participant privacy by pseudo-anonymizing participantswith unique
nicknames and informing them of their right to refuse sensitive
questions, except for providing their phone number as a key iden-
tifier. Considering the serious nature of vishing in South Korea,
we avoided exposing participants to deceptive vishing attempts.
Instead, we focused on examining changes in smartphone usage
satisfaction due to the perceived system overhead of on-device AI
models for vishing detection, aligning with our research objectives.

4 Results
4.1 Smartphone Usage Satisfaction with

On-Device AI Vishing Detection Models
To evaluate user-perceived impacts of on-device AI vishing detec-
tion models on smartphone usage satisfaction (RQ1), we analyzed

call and non-call survey responses. Fig. 3 illustrates the distribution
of the difference in usage satisfaction between the two surveys: grey
represents no change, blue represents a decrease in satisfaction,
and orange represents an increase in satisfaction in the call survey
compared with the non-call survey.

Overall, most participants in both groups reported no change
in satisfaction, even though the prototype app for the experimen-
tal group ran on-device AI vishing detection models. Regarding
smartphone overheating, a few participants in both groups reported
decreased usage satisfaction; however, more than half of the experi-
mental group participants experienced a decrease while performing
gaming activities. For app freezes, both groups exhibited similar
responses, with a small number of participants reporting decreased
satisfaction. Nearly all participants in both groups reported no
change in satisfaction related to app crashes. Finally, when eval-
uating overall satisfaction, very few participants in both groups
reported decreased satisfaction. Detailed statistics are in Appen-
dix F.

In the interviews, seven from the control group and six from the
experimental group mentioned problems related to overheating,
the app freezes, or app crashes during calls. Both groups reported
similar reactions despite the prototype app running on-device AI
vishing detection models only in the experimental groups’ devices.
However, four of the six experimental group participants who re-
ported inconveniences mentioned that the overhead was less no-
ticeable than their usual experiences. P22, an experimental group
participant, expressed, “But honestly, the stuttering and heat were
way less than I usually feel.” In summary, though we observed high
measured system overhead, it did not significantly affect the usage
satisfaction of participants.

4.2 Key Factors Influencing Users’ Adoption of
On-Device AI Vishing Detection Apps

In the interviews, most participants confirmed their willingness to
use or recommend the apps, suggesting their perceived effectiveness
against vishing attacks, while few participants hesitated to use the
apps. Probing their reasons for adoption decisions revealed three
key influencing factors (RQ2): (i) experience with vishing, (ii) age-
based perceived vulnerability to threats, and (iii) privacy concerns.
Experience with vishing. Thirteen participants evaluated on-
device AI vishing detection apps as effective countermeasures.
Among them, seven participants expressed willingness to install the
apps on their phone. Notably, four of them had acquaintances who
had experienced vishing incidents, while three of them had nearly
fallen victim themselves. P25 mentioned, “I once received a vishing
call and talked for a long time. It was unbelievable how detailed they
were with my personal information, and they even knew about my
friend’s situation in detail, which made me engage with the call. De-
spite installing an anti-vishing app called ‘whowho [30]’ [which uses
a heuristic approach to detect calls by blacklisting known numbers],
it was ineffective in detecting it. If it could filter such [vishing] calls,
that would be really helpful.”
Age-based perceived vulnerability to threats. Seventeen partic-
ipants said they would recommend on-device AI vishing detection
apps to acquaintances who could be vulnerable to attacks, such as
the elderly. P4 mentioned, “I would be willing to install it for my
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Figure 3: Comparison of usage satisfaction differences between the control and experimental groups.

parents. They are more exposed to such scams [vishing] than we are
and might impulsively act out of concern for their family.” However,
thirteen participants were confident they would not fall for a vish-
ing attack due to their youth. Five of them explicitly expressed that
they would not use the apps for themselves. For example, P6 noted,
“Most young people think they won’t be victims. They believe they
won’t be fooled because they’re quite smart. . .. It’s not that I have an
aversion to it, but I genuinely believe I won’t be a victim.”
Privacy concerns. Despite offering detailed explanations about
how on-device AI vishing detection apps work locally, five partici-
pants still raised privacy concerns, feeling insecure about sharing
data with the app itself, regardless of whether it was processed
on-device or off-device. P8 stated, “I know it only converts phone
conversations to text on my phone, but I’m somewhat concerned about
privacy, so I don’t think I’ll use it.” Furthermore, three of them
were emotionally uneasy about sharing phone conversation with
the apps, stating “Converting private phone conversation into text
through AI may not pose a problem, but it still feels unpleasant” (P21).
P17 even anthropomorphized the apps, stating “To be honest, if I
exaggerate a bit, it might feel like being wiretapped.”

5 Discussion
Our study aimed to understand users’ perceptions of on-device
AI vishing detection apps that utilize privacy-sensitive data (i.e.,
phone conversations). We found that users’ perceived overhead of
two on-device AI models used by the prototype app was negligible
compared with their daily discomfort. In addition, we identified ex-
perience with vishing, age-based perceived vulnerability to threats,
and privacy concerns as key factors influencing users’ adoption
of on-device AI vishing detection apps. Based on our findings, we
encourage integrating on-device AI to develop privacy-preserving
mobile security solutions and discuss strategies to promote thewide-
spread adoption of on-device AI systems using privacy-sensitive
data, such as phone conversations.

5.1 Integrating On-Device AI into Mobile
Security

We encourage security researchers to actively adopt AI-based solu-
tions to mobile security. Unlike previous work focusing on high-end
devices such as the Samsung Galaxy S2 Plus [35], our study em-
ployed a diverse range of devices by having participants use their
smartphones. This approach allowed us to evaluate the perceived

system overhead of on-device AI across a much broader spectrum of
device specifications, and our participants similarly confirmed that
the perceived system overhead was comparable to typical smart-
phone usage. A potential future direction could involve applying our
solution to security solutions to combat mobile text-based scams,
such as smishing [75, 82] or direct messaging-based scams [81].

Different attacks require different on-device AI solutions, each
with a tailored execution scenario of AI models. As we considered
the scenario of taking phone calls in evaluating the perceived sys-
tem overhead for vishing detection, it is essential to account for
the distinct context of each attack scenario when assessing user
perceptions of such systems. We expect future research on extended
mobile attacks (e.g., malware [59] and wireless attacks [12, 70]) to
focus on their perceived system overhead specifically in the context
of their tailored use scenarios.

5.2 Enhancing Perceived Vulnerability of
Vishing

Many participants recognized the effectiveness of on-device AI-
based solutions against vishing and were willing to recommend
them to vulnerable groups, such as older adults and children. How-
ever, participants often perceived themselves as immune to vishing
threats, believing they could identify such attacks through intu-
ition. This confidence led them to undervalue the usefulness of
these secure solutions for their personal use, although vishing
can effectively target individuals of all ages and educational back-
grounds [42, 65, 76].

While public campaigns have long aimed to raise awareness
of vishing vulnerabilities [25, 45, 63], our findings highlight the
continued importance of educating users to adopt secure behav-
iors. Recent research emphasizes that interactive methods, such as
role-playing, can significantly enhance support-seeking behavior
against phishing [16]. Building on this approach, further research
should explore practical strategies like personalized, context-aware
warnings that translate abstract security concepts into tangible, in-
dividual risk assessments [53]. For instance, a user who frequently
discusses financial matters over the phone could receive a tailored
warning, such as, “You are at high risk of mistaking a vishing call
for a regular conversation about financial transfers.”
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5.3 Resolving Persistent Privacy Concerns in
On-Device AI Systems

Despite the local processing of data by on-device AI vishing de-
tection apps, participants expressed privacy concerns, with some
likening the experience to “being wiretapped” (P17), reflecting mis-
conceptions similar to those observed with off-device systems [46].
While users prefer sharing sensor data (e.g., accelerometer or gy-
roscope) with on-device systems over off-device ones [35], our
findings highlight privacy concerns about sharing phone conversa-
tion data. This may stem from how users prioritize different types of
data privacy, with sensitive data like medical records and browsing
history often valued more highly than physical activity data [69].

Importantly, we found that incomplete or inaccurate mental mod-
els of on-device AI systems can lead to privacy concerns. Notably,
some participants indicated their understanding of the system’s
data processing bymentioning, “only converts phone conversations to
text on my phone” (P8). However, the persistence of these concerns
suggests they may not fully grasp its on-device nature. To address
these concerns, on-device AI apps such as AI vishing detection
tools should incorporate effective communication mechanisms to
enhance user trust and understanding. For example, messages dis-
played during inference (e.g., “Your data is securely processed locally
on your device” ), can clarify system operations and increase user
confidence [71]. In addition, user interfaces illustrating local data
processing and automatic data disposal may help users develop a
more accurate mental model and avoid misconceptions. AI security
app developers should integrate such design elements. However,
technical solutions alone may not completely address all issues,
highlighting the need for broader efforts.

Effective policy frameworks are also crucial for building user
trust in on-device AI apps. Governments should establish clear
guidelines and certification programs for apps handling sensitive
data like phone conversations. Regular audits will ensure compli-
ance, reinforce credibility, and maintain public trust in these se-
curity solutions. Furthermore, governments should promote these
certification programs and provide a list of certified on-device AI
solutions. This can be achieved through media campaigns, edu-
cational initiatives, and collaborations with solution vendors. By
strengthening regulatory oversight and fostering transparency, gov-
ernments can help reduce user mistrust and encourage the adoption
of secure on-device AI solutions.

5.4 Limitations
We recruited participants with diverse ages, genders, and occupa-
tions to capture a broad range of user perceptions. However, all par-
ticipants were South Korean, limiting national diversity. Addition-
ally, most used Samsung smartphones with Android 13, reflecting
South Korea’s 2024 trend, where 90% of Android users prefer Sam-
sung devices [44]. Future research should include participants from
diverse nationalities and cultural backgrounds to better account for
variations in technological familiarity and privacy concerns.

Due to Android restrictions on third-party apps’ call recordings,
the prototype app analyzes pre-stored example audio files instead
of actual call recordings. Recent advancements, such as a Korean
telecommunication company’s AI phone conversation summary

service using redirected and recorded calls via mVoIP [55], suggest
potential methods for overcoming these limitations in future work.

6 Conclusion
We explored users’ (mis)perceptions of on-device AI apps for vish-
ing detection. Through in-lab experiments with a prototype app
featuring two on-device AI models and interviews with 30 par-
ticipants, we found that the impact of on-device AI models for
vishing detection on smartphone usage satisfaction was insignifi-
cant. Additionally, we identified experience with vishing, age-based
perceived vulnerability to threats, and privacy concerns as key
factors in adopting the apps. Notably, some participants showed
persistent privacy concerns despite the system’s on-device process-
ing to ensure data security. Our findings illuminate the importance
of developing privacy-preserving on-device AI solutions while en-
hancing users’ understanding to promote broader adoption.

Future research includes designing and developing a fully func-
tional on-device AI vishing detection app with effective interven-
tions, including warning screens and real-time alerts. Incorporat-
ing explainable AI (XAI) features that provide users with clear
explanations of why a call is detected as vishing would enhance
transparency and foster trust. Field studies in real-world scenarios
will further help to evaluate the app’s effectiveness, provide deeper
insights into users’ mental models, and guide refinements to en-
sure interventions are both informative and sensitive to privacy
concerns, such as the feeling of being wiretapped.
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A System overview of the prototype app

Figure 4: System overview of the prototype app.

Figure 4 shows the system overview of our Anroid prototype app for on-device AI vishing detection apps. The rounded rectangles represent
the components we implemented, the rectangles represent the outputs of each component, and the oval represents the Android component.
We utilized the Android BroadcastReceiver.onReceive callback function to trigger on-device AI vishing detection upon receiving a call.
The function was implemented to run in the background without disrupting users during the call. The two AI models we trained for speech
recognition and text-based vishing detection were integrated into the prototype app using PyTorch Mobile [57]. The trained models were
first converted into serialized formats using TorchScript, ensuring compatibility with the Android Java compile environment. For analyzing
the call data, every 15 seconds, the audio stream, sampled at 16kHz, was transformed into tensor arrays over a 15-second window. The output
from the speech recognition model, consisting of transcribed text, was used as input for the vishing detection model. To ensure synchronized
execution, each model function was linked through callback functions. To process Korean text inputs and facilitate data transfer between the
models, we utilized a mobile Korean tokenizer that encodes Korean words into 8,002 different tokens.

Given that Android restricts third-party apps from capturing live call audio to protect user privacy and security [27], we used an example
audio clip from KSponSpeech dataset [11] as input for the vishing detection instead of recorded call audio. This approach allows us to
simulate the system overhead of on-device AI vishing detection apps while preserving participants’ privacy and maintaining device integrity
without rooting participants’ smartphones. In addition, to confirm that the AI models were active during the experiment, we logged the
inference results of the example audio clip to Firebase in real time.

B User Study Instruction
Hello. Thank you once again for participating in the study. Here are some details about the experiment. Feel free to ask if you have any
questions.

First, you will use a nickname instead of your name during the study. Your assigned nickname is {nickname}. This nickname will be used
1) when entering the KakaoTalk 1:1 open chat room and 2) when participating in surveys (Google Forms) during the experiment.
1. Study goal

This study aims to understand the impact of an AI app on user experience. As previously informed, we do not collect or store any of your
private data. Throughout the experiment, our app will only convert preloaded audio files into text and not use or store any of your data.

2. Study procedure
The study is divided into two main parts over a total of two hours: one hour for a ‘Smartphone Usage Task and Survey’ and another hour
for a ‘Group Interview.’ The first part consists of three sessions. Each session will take about 20 minutes, and you will get one phone call
and two survey notifications during each session. There will be a 3-minute break between sessions, and you are not allowed to use your
smartphone during the break.

2-1. Smartphone Usage Task and Survey
We prepared three smartphone usage scenarios to explore how our app affects your daily smartphone usage. Detailed instructions for
each session will be provided right before it.
(1) Web surfing & chatting: Plan a 4-day trip to Jeju Island by searching on Firefox and sharing the plan with staff via KaKaoTalk.
(2) Watching a video: Watch a given YouTube video clip in full screen and video quality 1080p.
(3) Playing a game: Play a game, Candy Crush Saga, for 20 minutes
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2-2. Phone call
During the sessions, please pick up the call from us once in 20 minutes. The call will play a meaningless, random Korean conversion
audio clip. You don’t need to answer anything and can continue doing the given task while listening to the call. For instance, you can
play the game while listening to the call.

2-3. Survey
During the sessions, the app will send you a survey notification twice in 20 minutes. Please click the link and submit the survey (Google
Form).

3. Preparation before the experiment
Following are some key points you’ll need to check. If you’re having trouble with any settings, please feel free to ask staff for help.
• Close all background apps (current app list - close all).
• Disable the ‘Priority mode’ of the game booster if it’s enabled on your phone.
• If you have set up blocking for notifications and calls while watching YouTube, make sure to disable it.

4. Guidelines for the experiment
Please keep the following in mind during the experiment:
• The call will be from {number for experiment}. If you accidentally reject the call, please inform us right away.
• Reject any calls that are not from us. If you receive an unavoidable call, please let us know.
• It’s important not to do any other activities outside the given tasks (web surfing, chatting, watching YouTube, and playing the game).
Please avoid using any apps unrelated to the current session, and do not use permitted apps for purposes other than those specified
above. If you encounter any unavoidable issues during the experiment, please let us know immediately.

If you have any other questions, please feel free to ask.

C Interview Protocol
This is an English-translated summary of the key questions we aimed to address. In the semi-structured interview, we had the opportunity
to delve deeper and investigate topics beyond these specific questions.

Warm Up
Hello, Thank you once again for participating in this user study. As previously informed, the interview will last up to one hour. Please feel

free to respond in any manner you’re comfortable with. If there are any questions during the interview that you don’t want to answer, you
are welcome to decline to respond. As agreed in the consent form, our interview will be audio-recorded for later analysis, and the data will
not be used for any purpose other than research. Do you have any questions before we begin recording?

This experiment was conducted to investigate the impact of our prototype app on usability. Before the interview, I will explain the main
purpose of our research.

Introducing Vishing
We are currently engaged in research aimed at proactively preventing vishing. This type of financial fraud often involves criminals posing

as representatives of public institutions such as banks or the police, coercing victims into transferring money. The National Police Agency
reported that in 2022, there were over 20,000 incidents of vishing, resulting in damages surpassing 500 billion won.

In these vishing calls, scammers typically impersonate authoritative bodies or leverage leaked personal data to gain the victim’s trust.
They frequently resort to tactics like intimidation or creating a false sense of urgency, making it challenging for victims to recognize the
deceit. Notably, a recent tactic involves persuading victims to download counterfeit applications that closely mimic genuine banking apps,
through which personal information is extracted.

Debriefing Purpose of User Study
To effectively avoid falling for vishing, it is essential to identify and disengage from the calling situation quickly. In pursuit of this goal,

we are exploring the development of an application designed to alert users of suspected vishing attempts. This app utilizes AI technology
to assess whether a phone conversation could be a vishing attempt. Before the actual development of a vishing detection app, today’s
experiment was designed to explore whether such an AI-powered application causes any inconvenience in your smartphone usage.

As previously explained, the prototype app installed on your smartphones for this experiment is a basic AI app. It functions similarly to a
language translator, but instead of converting Korean to English, it transforms spoken words into written text. Throughout the experiment,
the app’s sole task was transcribing pre-loaded voice files into text. It did not access or store any of your personal data. You can be assured
that the app’s functionality was strictly confined to this transcription process.

Do you have any questions before the interview?

Typical Smartphone Usages
First, I’d like to ask in detail about any inconveniences you usually experience while using your smartphone. Remember the questionnaire

you filled out before the experiment started? It asked about the discomfort you experience while web surfing, watching YouTube, and playing
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games on your phone, focusing on issues like overheating, app freeze, and app crash. I’d like to hear more about your experiences related to
these issues.

For each task,
(1) Please share your experience of discomforts like overheating, app freeze, or app crash.
(2) If you have experienced these discomforts without finding them inconvenient, could you please explain why you perceive them in

this way?

User Experience during the Experiment
I’m curious about how today’s experiment compared to your usual smartphone usage experience.
For each task,
(1) Did you notice any significant differences in overheating, app freeze, or app crash? Were there any discomforts related to these aspects

during the experiment?

Vishing Detection Apps
It seems we can wrap up the questions about your usage experience. Now, let’s discuss the app we’re developing, which detects and alerts

users about vishing. This vishing alert app operates only during phone calls and utilizes two AI functions to determine whether a call is
a phishing attempt. The first function converts the sounds of the call into text like a translator converts Korean to English. The second
function analyzes this text to identify whether it is vishing. These AI features operate locally on the smartphone rather than sending data to
larger computers in a data center or cloud for processing.

Do you have any questions about this app?

Now, I’d like you to imagine receiving a call from a vishing criminal.
(1) How would you feel if an AI app automatically activated during such a call, detecting and warning you of the vishing attempt?
(2) Would you be interested in downloading and using such an app?
(3) Would you recommend it to family or friends?

(For those who reported significant discomfort during the experiment)
(a) Considering your experience with smartphone overheating, app freeze, and app crash during today’s experiment, would you still

be interested in using a vishing warning app?

Closing
Thank you sincerely for answering all the questions diligently. We have asked everything we wanted to know. Before we conclude the

interview, is there anything else you would like to share with us or any responses you feel you didn’t get a chance to express?
With that, we will conclude today’s interview. This document is a personal information consent form to pay the participation fee. Please

fill it out, and you can delete the installed experimental app. When you submit the form, we’ll help confirm that the app has been deleted.
We will also send you a text message regarding the payment of the participation fee.

Once again, thank you very much for participating.
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D Participants Information

Table 2: Participants demographic, vishing experience, and device information. The number next to the group indicates
subgroups for the group interview. vishing experience represents who has experienced vishing (Direct), who knows close
acquaintance with vishing experience (Indirect), and who has heard of vishing (Aware of).

P Group Age Gender Education Occupation Vishing experience Device
Available
RAM
(GB)

Android
versionDirect Indirect Aware of

1 cont 1 19 M Undergraduate Student ✓ Galaxy S8 1.1 9
2 cont 1 26 M Bachelor’s Student ✓ Galaxy S23 2.3 13
3 cont 1 35 M Bachelor’s Freelancer/Professional ✓ Galaxy S21 1.2 9
4 cont 1 38 F Bachelor’s Administrative/Technical ✓ ✓ Galaxy Note 9 2.1 10
5 cont 2 24 M Bachelor’s Student ✓ ✓ Galaxy Note 8 2.2 9
6 cont 2 33 F Bachelor’s Administrative/Technical ✓ Galaxy Flip 4 3.4 13
7 cont 2 49 F Bachelor’s Freelancer/Professional ✓ Galaxy Note 8 2.2 9
8 cont 3 19 F Undergraduate Student ✓ Galaxy S10 2.6 12
9 cont 3 19 M Undergraduate Student ✓ Galaxy A53 5G 1.5 13
10 cont 3 20 M Not to disclose Not to disclose - - - Galaxy A53 1.4 13
11 cont 3 26 M Bachelor’s Administrative/Technical ✓ Galaxy Note 20 2.7 13
12 cont 3 33 M Ph.D. Administrative/Technical ✓ Galaxy S9 1.2 9
13 cont 3 40 F Bachelor’s Homemaker ✓ Galaxy Note 4 - 6
14 cont 3 46 F Bachelor’s Homemaker ✓ Galaxy S22 Ultra 5.3 13
15 cont 3 52 F Bachelor’s Homemaker ✓ Galaxy S22 2.1 13
16 exp 1 22 M Undergraduate Student ✓ Galaxy S21 Plus 2.1 13
17 exp 1 23 M Undergraduate Student ✓ Galaxy Note 10 Plus 6 12
18 exp 1 24 M Undergraduate Student ✓ ✓ Galaxy S22 2.3 13
19 exp 1 34 F Bachelor’s Freelancer/Professional ✓ ✓ Galaxy Note 20 Ultra 2.6 13
20 exp 1 44 M Master’s Others ✓ ✓ Galaxy Flip 4 2.5 13
21 exp 2 19 M Undergraduate Student ✓ Galaxy A32 0.572 13
22 exp 2 21 M Undergraduate Student ✓ Galaxy S21 2.5 13
23 exp 2 24 M Not to disclose Not to disclose - - - Galaxy S22 2.3 13
24 exp 2 30 F Master’s Administrative/Technical ✓ Galaxy S20 3.8 13
25 exp 2 35 F Master’s Others ✓ Galaxy S20 FE 1.4 13
26 exp 3 22 M Undergraduate Student ✓ Galaxy S22 Ultra 4.3 13
27 exp 3 41 F Bachelor’s Freelancer/Professional ✓ Galaxy S22 2.6 13
28 exp 3 42 F Bachelor’s Freelancer/Professional ✓ ✓ Galaxy S20 Plus 2.5 13
29 exp 3 42 F Bachelor’s Homemaker ✓ ✓ Galaxy S22 Ultra 4.6 13
30 exp 3 53 F Bachelor’s Administrative/Technical ✓ ✓ LG Q520N 0.689 12

Note. P10 and P23 did not answer the optional questions, and P13’s device did not provide information on available RAM capacity.
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F Usage satisfaction scores from the non-call survey, call-survey, and the difference between them.

Control group Experimental group
Activity Usage

satisfaction Non-call Call Difference Non-call Call Difference
Overheating 4.67 ± 0.49 4.27 ± 0.96 -0.40 ± 0.74 4.67 ± 0.82 4.40 ± 0.74 -0.27 ± 0.59

App freeze 4.47 ± 0.74 4.00 ± 1.20 -0.20 ± 1.21 4.87 ± 0.52 4.40 ± 1.12 -0.47 ± 1.19

App crash 5.00 ± 0.00 5.00 ± 0.00 0.00 ± 0.00 5.00 ± 0.00 4.93 ± 0.26 -0.07 ± 0.26

Web surfing
&

chatting Overall sat. 4.33 ± 0.49 4.13 ± 1.19 -0.20 ± 1.26 4.53 ± 0.83 4.13 ± 1.19 -0.27 ± 0.88

Overheating 4.73 ± 0.80 4.53 ± 0.83 -0.20 ± 0.41 4.87 ± 0.35 4.53 ± 0.74 -0.33 ± 0.49

App freeze 4.80 ± 0.56 4.53 ± 0.92 -0.27 ± 0.96 4.67 ± 0.49 4.60 ± 0.74 -0.07 ± 0.26

App crash 5.00 ± 0.00 5.00 ± 0.00 0.00 ± 0.00 5.00 ± 0.00 5.00 ± 0.00 0.00 ± 0.00

Watching
a video

Overall sat. 4.73 ± 0.46 4.67 ± 0.62 -0.07 ± 0.46 4.73 ± 0.46 4.67 ± 0.62 0.00 ± 0.38

Overheating 4.40 ± 0.74 4.20 ± 0.86 -0.20 ± 0.56 4.73 ± 0.59 4.07 ± 0.88 -0.67 ± 0.62

App freeze 4.67 ± 0.62 4.53 ± 0.83 -0.13 ± 0.64 4.93 ± 0.26 4.93 ± 0.26 0.00 ± 0.00

App crash 4.80 ± 0.77 5.00 ± 0.00 0.20 ± 0.77 5.00 ± 0.00 4.93 ± 0.26 -0.07 ± 0.26

Playing
a game

Overall sat. 4.53 ± 0.83 4.47 ± 0.64 -0.07 ± 0.46 4.87 ± 0.35 4.87 ± -0.35 0.00 ± 0.38
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